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Abstract

This paper introduces a new method to improve the performance of list oriented firewall
systems. Specifically, the paper addresses reordering a firewall rule set to minimize the
average number of comparisons to determine the action, while maintaining the integrity
of the original policy. Integrity is preserved if the reordered and original rules always ar-
rive at the same result given a packet. To maintain integrity, this paper will model therule
set as a Directed Acyclical Graph (DAG), where vertices are firewall rules and edges in-
dicate precedence relationships. Given this representation, any linear arrangement of the
policy DAG (which is a list of rules) is shown to maintain the origina policy integrity.
Unfortunately, determining the optimal rule order from all the possible linear arrange-
mentsis shown to be A'P-hard, sinceit is equivalent to sequencing jobs with precedence
constraints for a single machine. Although determining the optimal order is N P-hard,
this paper will introduce a simple heuristic to order firewall rules that reduces the av-
erage number of comparisons while maintaining integrity. Simulation results show the
proposed reordering method yields rule orders that are comparable to optimal (11% dif-
ference); thus, provides a simple means to significantly improvefirewall performanceand
lower packet delay.
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1. Modeling Firewall Security Policies

The policy model introduced in this paper is designed for firewall performance optimiza-
tion and integrity. Firewall performance refers to reducing the average number of com-
parisons required to determine an action, while integrity refersto maintaining the original
policy intent. Although improving the worst case performance is important, it is not pos-
sible without changing the list-based representation.

A rule r is modeled as an ordered tuple of sets, r = (r[1],7[2],...,7[k]). Order is
necessary among the tuples since comparing rules and packets requires the comparison
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Source Destination

No.  Proto. IP Port IP  Port Action Prob.
1 UDP 1.1.% * * 80 deny 0.01
2 TCP 1.% * 1.% 90 accept 0.02
3 TCP 2. * 2.% 20 accept 0.25
4 UDP 1.% * * * accept  0.22
5 * * * * * deny 0.50

Table 1 Example security policy consisting of multiple ordered rules.
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Figure1: Different policy DAG representations of the firewall rules given in table 1.

of corresponding tuples. Each tuple r[l] is a set that can be fully specified, be a range,
or contain wildcards ‘*’ in standard prefix format. In addition to the prefixes, each filter
rule has an action, which is to accept or deny. However, the action will not be considered
when comparing packets and rules. Using this rule model, a standard security policy can
be modeled as an ordered set (list) of n rules, denotedas R = {r1, 72, ..., }. A packet d
is sequentially compared against each rule r; starting with the first, until amatch isfound
(d = r;) then the associated action is performed. A match is found between a packet and
rule when every tuple of the packet is a subset of the corresponding tuple in therule.

A rule list has an implied precedence relationship where certain rules must appear
before others if the integrity of the policy is to be maintained. For example consider the
rulelist in table 1. Rule ry must appear before rule r4, likewise rule r; must be the last
rulein the policy. If for example, rule r , was moved to the beginning of the policy, then it
will shadow [1] the original ruler;. However, thereis no precedence rel ationship between
rulesry, 7o, Or r3 givenintable 1. Therelative ordering of these three ruleswill not impact
the policy integrity, and can be changed to improve performance. Therefore, a model is
needed to represent precedenceif performanceisto beimproved viareordering.

1.1 Modeling Precedence Relationships

Let G = (R, E) beapolicy DAG for arulelist R, where vertices are rules and edges £
are the precedence relationships (constraint). A precedence relationship, or edge, exists
between rules r-; and -, if ¢ < j and the rules intersect. The intersection of two rules
results in an ordered set of tuples that collectively describes the packets that match both
rules. Rules r; and r; intersect if the intersection of every corresponding tuple is non-
empty. In contrast, the rules r; and r; do not intersect, denoted asr; (A r;, if at least one
tupleisthe empty set. An example policy DAG is givenin figure 1(a).



Using the policy DAG representation a linear arrangement is sought that improvesthe
firewall performance. As depicted in figures 1(b), 1(c), and 1(d), a linear arrangement
(permutation or topological sort) is a list of DAG vertices where al the successors of
a vertex appear in sequence after that vertex. Therefore it follows that a linear arrange-
ment of a policy DAG represents a rule order, if the vertices are read from left to right.
Furthermore, it is proven in [2] that any linear arrangement of a policy DAG maintains

integrity.

2. RuleList Optimization

Using the policy DAG to maintain policy integrity, a linear arrangement is sought that
minimizes the average number of comparisons required. Certain firewall rules have a
higher probability of matching a packet than others. As aresult, it is possible to develop
a policy profile over time that indicates frequency of rule matches (similar to cache hit
ratio). Let P = {p1,p2, ..., pn} bethe policy profile, where p; is the probability that a
packet will match rule 7 (first match in the policy). Using this information, the average
number of rule comparisonsrequiredis A[n] = Y"1 i - p;

Given a policy DAG G = (R, E) and policy profile P = {p1,p2,...,pn} alinear
arrangement 7 of GG is sought that minimizes average number of comparisons. In the ab-
sence of precedence relationships, the average number of comparisons is minimized if
the rules are sorted in non-increasing order according to the probabilities (Smith’s algo-
rithm). Precedence constraints cause the problem to be more realistic; however, it also
makes determining the optimal permutation more problematic. Determining the optimal
rule list permutation can be viewed as job scheduling problem for a single machine with
precedence constraints. Lawler [3] proved such problemsto be NP-hard, therefore de-
termining the optimal firewall rule order isas well [2].

3. A Simple Rule Sorting Algorithm

Although finding the optimal rule order is NP-hard, reducing the average number of
comparisons remains the objective. A simple algorithm sorts neighboring rules based on
non-increasing probabilities. However, an exchange of neighbors should never occur if the
rulesintersect. Thistest preserves any precedencerelationshipsin the policy. For example,
the following sorting algorithm uses such a comparison to determine if neighboring rules
should beinterchanged.

done =false
while(!done)
done =true
for(i =1;i < m;i++)
if(p; <piy1 AND7; Ar;yq)then
interchange rules and probabilities
done = false
endif
endfor
endwhile

Consider the match probabilities for the rule list given in table 1. Applying the sorting

algorithm to this rule list results in the ordering depicted in figure 1(c), which has 11%
fewer comparisons on average. However when using the algorithm, it is possible that
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Figure 2: Experimental resultsfor sorting rulelists.

onerule can prevent another rule from being reordered (for examplerule r; preventsthe
reorder of ruler,). The optimal order for the 5 rulelist is depicted in figure 1(d).

4. Experimental Results

In this section, the performance of the sorting algorithm is measured using simulation. For
the experiments, the percent dependency of the rules varied from compl etely independent
(no policy DAG edges) to completely dependent. Thefirst experiment considered policies
consisting of 15rules. As seenin thefigure 2(a), the sorting algorithm remains closeto the
optimal value with amaximum 11% difference. Although not optimal, the resultsindicate
the proposed sorting a gorithm can provide a significant improvement when the depen-
dency percentage is low. The benefit of rule sorting on larger policiesis also of interest;
however, it was not possible to determine the optimal ordering once the number of rules
approached 15. Therefore, the second experiment used larger rulelists, but only compared
the original order and the sorted order. The number of rules ranged from 10 to 100. As
seen in figure 2(b), the sorted rule list always performed equal to or better than the origi-
nal order. As noted in the previous experiment, the percent differenceis very large given
few dependencies (e.g. 70% decrease for 100 rules with 0% dependency), but approaches
zero as the rules are completely dependent. As the number of rules increases, sorting is
increasingly beneficial; although only at low dependency percentages. Therefore, alarge
rulelist can benefit from sorting if the dependency percentageis low.
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